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Ndovoa,18-9-2023

Ap. mp. 8751
EAAHNIKH AHMOKPATIA
3" YTEIONOMIKH MEPIQEPEIA(MAKEAONIAZ)
FENIKO NOZOKOMEIO HMAOIAZYTEION. MONAAA
NAOYZAZ nPoOz
AIEYOYNZH Adwv Aavapd & d.NexAB.3 O.TE.AE.
T.K. 59200
TMHMA : OLKOVOULKO
TPADEIO : MpopunBelwv
MNAHPO®OPIEZ : H.Og080014860U
THAEDQNO 12332350104
e-mail : promithies@gnnaousas.gr
OEMA: « MPOZKAHZH YNOBOAHZ MPOZMOPQN A THN NAPOXH YNHPEZIQN EFTKATAZTAZHZ ACTIVE DIRECTORY , THZ

YI. MONAAAZ NAOYZAZ TOY FrENIKOY NOZOKOMEIOY HMAOIAZ »

ZXETIKA:

1. o N. 4412/2016 (DEK t. A" 147/8-8-2016) nepi Anpooiwv SupBdoswv Epywv, MpounBewwv kat Yinpeowv — Npooappoyn
oTLG 08nyieg 2014/24/EE kat 2014/25/EE, énwc tpomomnolfnke Kot LoxUEL OUEPQ,

2. H pe ap. 20/30-08-2023 (Bépa 17°) Npd&n tou Alokntikol ZupBouliov tou I Nocokopeiou Huabiog mepi, ‘Eykplong
IKomuotntag, Alevépyelag AlaywvioTikig Awadikaciog pe amootoAr] MpdokAnong YmoBoAng Mpoodopwv Kot oplopol
peAwv Emtpornig AElohdynaong

H Yyetovouikry Movada Ndouoag tou levikol Noookopeiou Huabiag, AapBdvovtag umogn ta avwtépw OXETIKA, OTLmpofaivel os:
NpdokAnon YroBoArg Mpoodopdg yia tnv Mapoxh unnpeclwy yla tThv eykatdotaocn active directory yia tig avaykeg tng Yy.
Movadag Naouvoag tou Mevikod Nocokopeiou Huabiag cuvoAikou mpoimoAoyiopot 4.200,00€€ xwpic ®MNA 24% kat (5.208,00€
cuunephapBavopévou tou OMNA 24%) pe KpLtipLo Katakupwong thv MAéov cupdépouca and olkovoutky anodn ntpoodopd,
AmOKAELOTIKA BAoEL TNG TLUAG (XANAOTEPN TLHK).
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Katémw toutwv, mapokaleiobs Onwg amooteilete o€ nAektpoviky popdry otn SevBuvon nAektpovikol Ttaxudpoueiou
promithies@gnnaousas.gr Ta akdAouBa:

o «AIKAIOAOTHTIKA ZYMMETOXHZ »,
™v «TEXNIKH kot OIKONOMIKH MPOXMOPA» kot

ta «AIKAIONOTHTIKA KATAKYPQZHZ» tng avdBeong, ta omoia mepllapBdvouv tagyypada kal SIKALoAoynTika Tou
apB. 80 tou N. 4412/2016, katd nepintwon.

EIAIKOTEPA:

Me tnv évéel§n «AIKAIOAOTHTIKA ZYMMETOXHZ», urtoBdA\ovrtal ta e§AG:

A. Yne0Buvn ARAWON TOU GUHUETEXOVTA E TNV omoia va SnAwvetal :
a) 6tL armodéxetat GAoug Toug GpPoug TNG MapPoLoag TPOCKANONG,
B) 61l n mpoodopd Tou MANPOL TARPWG TG ATALTOULEVES TEXVIKEG TTpoSLaypadE Tngrapovoag pdokAnong,
y) 0tL 0 mpoodépwv SLabetel kKatAAANAn Kat emapkr UToSour (EEELBIKEUIEVO TIPOOWTILKOKAL TEXVIKA HEDQ, KTA.) yLo TNV
ektéAeon tng oluPaong,

Me tnv évéel§n «TEXNIKH kat OIKONOMIKH MPOXMOPA », katatiBevrat Ta €§n¢:

A. H mAnpng texvikn mepypadn yla tnv und avabeon mpopnbela otnv eEAANVIKA YAWooa, OnwgouTr mepLypadeTal avaAuTIKA

otoug Ewdkoug Opoug tng mapovoag MpodokAnong kat ta cuvurofoalopeva motonontikd (BeBalwoelg kat kaBe dAAou
eldouc éyypada mou anodelkviouy Tn CUUHOPDWON TPOG TLG TEXVLKEG TPOSLAYPAdES .

B. H owovoulkA mpoodopd tnG CUUHUETEXOUOCOC ETALPEIAG, OTNV Omoia KatatiBevtal Ta OlKOVOULKA oTolxeia tng mpoodopdc,

Slapopdwpéva wg e§ng:

OL npoodepodpeveg Twég Ba Sivovtal oe eupw (EURO) kat Ba avaypddovtal apBuntikwgkat oAoypddwc. e mepintwon
Sladopornoinong Hetafy tng avaypadpdpevng TIUAG aplBUNTIKWE Kat ohoypadwg, AapuBdvetal umogn n T oAoypddwc.

Jtnv npoodopd Ba avaypadetal to mocooto @.M.A. €Ml TOIG EKATO OTO OMOI0 UTIAYETAL NOUYKEKPLUEVN AvaBeon kat Ba

Bapuvel to Noookopeio.

loxUeL OTL oL TWéC TNG IPoodopdg eival SeOUEVTIKEG Yyl TOV avadoxo HEXPL TNV oAoKARpwon TG IUUBACNG Kal TUXOV

nopdrtacn/mpoaipecn autng. AmtokAsieTal omoladnnote avabewpnaon Twv TLLWV TG Tpoadopdg Kat onoladimote agiwon
Tou Avaddyou mépav Tou TPOCHEPOEVOU QVTITLLOU HEXPL TNV OPLOTIKA TtapaAafn TNG MPoUnBeLag Kal TV amomAnpwin
™me.

Me tnv évdel§n «AIKAIOAOTHTIKA KATAKYPQZHZ», katatiBevral 6ca apopoulv ta éyypada Kot SikatoAoyntikd tou dpb. 80 tou N.

4412/2016 kot tepthapBdvouv avaAutikdtepa:

1)

2)

Andonaocpa mOWLKOU pntpwou, f, eAAeiel autol, ooduvapou eyypddou Tou ekdibetal amd apuodia SIKOOTIKA
SLOKNTIKA apXf TOU KPATOUG-UEAOUG 1 TNG XWPAS KATAYWYAG N TG XWPAG OMou €ival eYKATECTNUEVOG O OLKOVOULKOG

dopéag, mou va £xel ekboBei £wg TpeLg (3) pveg P and tnv uoBoAn TOu, OO TO OMOIO VA TIPOKUTITEL, OTL Sev €xouv

kataSikaoBel pe teleoibikn katadkaotikr amodaon, yla kamowo amd ta adikiuata tng map. 1 tou apb. 73 tou N.
4412/2016, yla kdmowo amnd ta adikApata tou Ayopavoulkol KwoKa, OXETIKO HE TNV AOKNON TNG EMAYYEAUATIKAG TOUG
SpaotnpldtnTag, N yla KAmolo ard ta adkhpata g umefaipeonc, tng amdtng, tng ekBlacng, tng mAactoypadiag, tng
Yeudopkiag, tng dwpodokiag kat tng SOALAG xpewKomiag.

To andonacua adpopd oTOUG SLAXELPLOTEC, OTLG MEPUTTWOELG TWV ETOLPELWV TIEPLOPLOMEVNG euBUVNG (E.MN.E.), Twv ISLwTKWY
Kedahatouykwyv Etatpewwv (I.K.E.) kat twv npoowritkwyv etatpelwy (O.E. kat E.E.) kat

otov mpoedpo, tov SteuBivovta cupBoulo kabBwg Kat OAa ta HEAN Tou ALolknTikoU ZUMBOUAIOU yLa TLG AVWVUUEG ETALPEIEG
(A.E.) koL Toug cuveTaLPLOpOUG,

H umoxpéwaon MPOCKOULONG TOU WG AVw QMOCTIACHATOS adopd Kal ota péAN Tou SLotkntikol, SteuBuvtikol 1 emMOmTikol
0pYAvVoU TOU €V AOYW OLKOVOULKOU dopéa 1 oTa mpoowra 1ou €xouv e€ouaia eknpoownnong, APng armodpdoewv r eAéyxou
oe auto’.

Miwotonontiko mou ekSideTal amod appodla Katd mepimTwan apxr, KoL Eival o€ oYU KATA To XpOvo UoBoAng Tou 1 tou va

€XeL €k600Ei £w¢ TPELS (3) pAveg mpv and tnv untoBoARTou, and To omoio va TPOKUTITEL OTL O OLKOVORLKOG dopéag Sev ExeL

0OETAOEL TIC UTOXPEWOEL; TOU 000V adopd thv KataBoAl ¢opwv kat glodopwv KOwWwViKKG aoddAiong (kUplag Kat
ETUKOUPLKNAG). Z€ MEPIMTWON EYKATAOTAONG TOU oTnV aANodartr, ta SikatoAoynTikA Thg mepimtwong (2) ekdidovtat pe Baon

v woxlouoa vouoBecio TG XWPOG TOU €ival EYKATECTNUEVOG O OLKOVOMLIKOG dopéag, amd tnv onoia kol ekdidetal to
OXETIKO TULOTOTIOLNTIKO.

Mo tnv anddel€n NG ekmAnpwong Twv ¢OPOAOYIKWY UTOXPEWOEWY TPOoKOoUiZeTaL
AMOSELKTIKO EVNHEPOTNTAG EKSLEONEVO a6 TV A.A.A.E.
Ma tv anddel€n g eKMARPWONG TWV UTIOXPEWOEWY TPOG TOUG OPYOVIOMOUG KOWWVIKAG aobdAlong mpookopiletat
TILOTOTOLNTLKO €KSL8OEVO a6 Tov e-EDKA.
MapdAAnAa katatiBetatl unevBuvn SNAwon otL dev €xel ekboBel Sikaotikn 1 Slowkntik amodaon pe TteAeoidikn Kot
SeopeuTiki LoV ylo TNV aBE€TNON TWV UTIOXPEWOEWV TOUG 600V adopd otnv KataBoAr ¢opwv 1 £l0POPWY KOWWVIKAG
aodpdiiong.
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3)  YnevuBuvn 6AAwon Tou PoohEPOVTOG OLKOVOLKOU GopEa OTL SEV GUVTPEXOUV OTO TIPOCWITO TOU oL AdyoL AmOKAELGOU TOU
AapBpou 74 tou v. 4412/2016.

IXETIKA pE Ta £yypada anoSelKTIkA péoa tou apBpou 80 tou N. 4412/2016, ot £vopkeg BeBALWOELG yivovtal anodektég, epooov
éxouv ocuvtaxBei éwg tpelg (3) priveg mpwv and TRV UNoBoAn Toug Kat oL UlteUBuveG SnAwoeLg, epocov Exouv cuvtaxBei petda
TNV Kowomoinon tg NPOcKANonG.

Ou uneVBuveg SnAwoelg pénet va €xouv aAnB£¢ Kot akpLBEG tepleXOpeVo, AAAWG eMdEPOuV KUPWOELS Kat va pépouv untoypadn
HETA TNV évapén Siadikaciag cuvayng cupBaong (ATol n nuepopnvia tng napovoag npdokAnong).

KdaBe npoodopd cuvtdooetal cUppwva pe Ta avadepopeva oto N. 4412/2016 6nwe autdg TpomomnotOnke Kat LoXUeL, otnv EAAnvikn
Mwooa kat uTtoBAANETAL NAEKTPOVIKA.

To avtikeipevo tng AvdBeong Ba adopd otnv kAAun tg Yyelovoptkng Movadag Ndouoag tou levikol Noookopeiov Huabiag kat n
noapddoon Ba ekteAeoBbel PeTA TNV UTOYpaAdH TOU OXETIKOU GUUPWVNTIKOU.

H xpnuatodotnon Ba yivel amd tov TakTko mpoumoAoylopo tng Movadag Naouoag tou . Noookopeiov Hpabiag.

O Avadoxog BapUvetal pe TG VOULUEG KpatroeLls evw o Dopog MpootBépevng Afiag (PMA) emti tg afiog Twv Tpoloyiwv Baplvel thv
AvaBétouoa Apxn.

H mAnpwur tou Avadoyou, Ba yivel ano to Nocokopeio Huabilag pHetd TNV eKMARPWON TWV CUUBATIKWY TOU UTIOXPEWOEWVY KoL TNV
opLoTikn mapaAaf TOU CUVOAOU TwV TIOPASOTEWY, UE XPNMOTIKO EVIOAMA KOl ME BAon Ta vOULa mapaotatikd (Baoet tou N.
4152/13).

KataAnktiki nuepopnvia untoBoAng npocdopwv tng Staywviotikrg Stadikaciog opiletal n Asutépa  25-9-2023 kat wpa 11:007.pu
OL amaltnoeLg Ko TEXVIKEG TipodLaypadEg yia T uTtd pounBeLa 18N, EMICUVATTTOVTAL OTO TEAOG TNG TTOPOVUCOG.

O ANATA AIOIKHTHZ
TOY IN.HMAQGIAZ -YI.M.NAOYZAZ
Ap.KQON/NOZ AYKOZTPATHZ

KONSTANTINOS LYKOSTRATIS
Sep 182023 11:55 AM

KONSTANTINOS LYKOSTRATIS
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TEXNIKEZ NPOAIATPAQES
OL mapokAatw epyacieg oto xwpo tng Movadag Ndouoag anookonouv oto va Stacdaliiotel 600 T0
SUVATOV TTEPLOGOTEPO N EMLXELPNOLAKT) CUVEXELD OAAA KaLl N aodalela tou Noookopeiou.

e Basic Assessment

e Aneykataotacn naAlou Domain Controller

e Eykataotaon katlmapapetponoinon véou Domain Controller

e Eykatdotaon npoodatwy evnUepwoswv otoug Domain Controllers

e Awapdpodwon katl TomoAoyia Active Directory

e ExkaBdpion moAttikwyv Active Directory

o ALOpOWTIKEG eVEPYELEC yLa TNV SLOpOBWON TWV EVPNUATWY TIOU UTIAPXOULV 0TO £yypacdo
AD Hardening Assessment

e Anuloupyia véou DFSR Server kat Migration Data (Profiles, Files, Applications e.t.c.)

e ExkaBapilon Avtikelpévwy (User , Computer ) amo to Active Directory

o Inactive Accounts & Computers
o Disabled Accounts & Computers

e Evépyelec 810pBwaong (WMI, Patching , End Point Security ,Old Profiles) ce 6Aoug Toug
YroAoylotég tou Noookopeiou.

e Anuwoupyia véou DHCP kal mapapeTponoinon tou .

e Ymo6 mpoiumnoBéoelg (TBD) avapabuion umoloylotwy pe moAld Aettoupykd os €kdoon
€TUAOYNG 0Qg

e Ymo npoinoBéoelg (TBD), BonBela yia tnv Snuioupyia Image Ymoloyloth yla tnv
TaxUTepN Kol aopar£oTePn AMOKATAOTACH TOU.

e ‘EAeyxog 6Aou tou SikTUou uTtoAoyLloTwy aAAd Kal Twv servers KoOwe kot SLopOBwTIKEG
kwnoelg (Updates , Migrate e.t.c.) 6mou auto amnattnBel

e Koataypadr apXLITEKTOVIKAG KOl CUCTNUATWY Kot Snuoupyia avaloyou Report yla

SLaTAPNON ETIXELPNUATLKAG CUVEXELAC.
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