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EAAHNIKH AHMOKPATIA NAOYZA, 30-01-2024

3N YTEIONOMIKH MEPI®EPEIA (MAKEAONIAE) ApiBp. Mpwr.: 1078
FENIKO NOSOKOMEIO HMAGIAS

(Y.M. NAOYZAZ ) NnpPox:
AIEYOYNSH:  Agwv Aavapd & ®.MexAiBavou 3 KAGE ENAIAGEPOMENO
TK. 59200

TMHMA: OikovopikoU

FPA®EIO: MpounBeiwv

MAHPO®OPIEX: H.©g0d001a00U- M. Aoyyiidou

THAE®QNO: 23323-50104, 50255
E-MAIL: promithies@gnnaousas.gr

OEMA: «MPOZKAHZH YNMOBOAHZ MPOZ®OPQN I'A NMPOZOETEZ EPIAZIEZ XTO
ACTIVE DIRECTORY I'lA THN NMPOZTAZIA ZE OEMATA
KYBEPNOAZ®AAEIAZ (CPV 50324000-2) THZ YI'. MONAAAZ NAOYZAZ TOY
FENIKOY NOZOKOMEIOY HMAOGIAZ»

IXETIKA:
1. O N.4412/16 (PEK 1. A" 147/8-8-2016) trepi Anpociwv XupBaocwyv Epywyv, MpounBeiwv kai

Ymnpeoiwv — MNMpooapuoyn oTig odnyieg 2014/24/EE kai 2014/25/EE, éTrwg TpoTrotroiénke kai
IoXUElI CAPEPT

2. H3/24-01-2024 (Bépa 33°) Mpdagn tTou A.X. Tou . Noookopugiou HuaBiag Trepi avayvwpiong
avaykaidTNTaG KAl £yKPIONG OKOTTINOTNTAG TIPOCBETWY £pyaciwy aTto active directory yia Tnv

TpooTagia o€ BéuaTa KUBEPVOATPAAEIag

H Yyelovouikr) Movada Ndouoag Tou NevikoU Noookopegiou Huabiag, Aappdvovrag utréoywn ta

AVWTEPW OXETIKA, 0AG YVWAOTOTTOIE OTI TTpofaivel O€:

MpéokAnon utrofBoARG KAEIGTWY TTPOCPOPWYV YIOo TTPOCOETEG Epyaoieg oTo active directory

yld TnV TTpooTacia o€ BEpaTa KuBepvoao@aAgiag yia Tnv KAAUWN TwV avaykwy NG YYEIOVOUIKAG
Movdadag Ndouoag Tou Mevikou Noookopegiou HuaBiag, pe Tn dievépyeia diaywvioTiKAG diadikaaiag Kal
voTepa ammd €kdoan TNG TTapoucag TTPdoKANoNG, uvoAikoU TTpoUTtroAoyiopou 12.500,00€ xwpig
®.M.A. (15.500,00€ € cupTtrepidapupavouévou Tou @.MN.A. 24%). KpIthpio KaTakUupwong TG avabeang
opiCeTal N TTAEOV GUUPEPOUTA ATTO OIKOVOMIKA ATTOWn TTPOCPOPA ATTOKAEIOTIKA BACEI TNG TIUAG
(XapnAGTEPN TIWA).
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Katotmiv TouTwy, TTapakaAeiobe OTTwG aTTOCTEIAETE TIG KAEIOTEG TTIpOO@POPEG aTo IMpageio MpounBeiwv TG
Yy. M. Ndouoag éwg kai Tnv 6 PeBpouapiou 2024.

O1 rpoc@opég TTou Ba kataTeBolv Ba TTepIAauBAvouy Ta TTAPAKATW :

. 1o «AIKAIOAOMHTIKA ZYMMETOXHZ»,

Il. Tnv «TEXNIKH kot OIKONOMIKH MPOXZ®OPA» kai

. T «<AIKAIOAOIMHTIKA KATAKYPQZHZ» Tng mpounesiag, Ta omoia mepiAaufdvouv Ta

éyypaga KaidikaioAoynTtikd Tou dp6. 80 Tou N. 4412/2016, KaTtd TTEPITTTWON.

EIAIKOTEPA:

Me Tnv évdeign «AIKAIOAOTHTIKA ZYMMETOXHZ», uttodAAovTal Ta €€AG:

A. YmreuBuvn AAAWGCN TOU GUUMETEXOVTA UE TNV OTToia va OnAWVETal :

a) 6T amodEXETAI OAOUG TOUG OPOUG TNG TTapouoag TTPOOKANGCNG,

B) 611 N TTPOCPOPAG TOU TTANPOI TTANPWG TIG ATTAITOUUEVES TEXVIKEG TTPOBIAYPAPES TNGTTAPOUCAG
TTPOoKANONG,

y) 6T 0 TTpocPEPWY dIaBETEN KATAAANAN Kal €TTAPKA UTTOOOUN (ECEIDIKEUPEVO TTPOCWITIKOKAI TEXVIKA
MEoa, KTA.) yia Tnv ekTEAECN TNG cUUBAONG,

Me tnv évdeign « TEXNIKH kai OIKONOMIKH MPOZ®OPA », kataTtiBevTal Ta €EAG:

A. H TAApNg TEXVIKA TTEQIYPA®N YIa TNV UTTG avdBeon TTpounRBeia otnv eAANVIKR YAWoaoa, OTTwGauTh
TEPIYPAPETAl avaAuTIKa oToug EidikoUg Opoug Tng TTapoucag MNpdokAnong Kai Ta cuvuttoaAAdueva
mOoTOTToINTIKA (BEPaioeIg Kal KABe GAAOU €idoug Eyypa®a TTou aTTodEIKVUOUV T GUUHOPPWAN TTPOG
TIG TEXVIKEG TTPOBIAYPAPEG .

B. H olkovouIKr TTpo0@Qopd TNG CUPMPETEXOUCAG ETAIPEIAG, OTNV OTTOIO KATATIOEVTAI TA OIKOVOUIKG
OToIXEIO TNG TTPOCPOPAG, DIANOPPWHEVA WG EENG:

o O1 TpooepdpeveS TIEG Ba divovTal og eupw (EURO) kal Ba avaypd@ovtal apiBunTiKwGKal
oAoypPAQWG. Z¢& TTEPITITWAON SIAPOPOTTOINGNG PETAEU TNG avayPAPOPEVNG TIMAG apIBUNTIKWG Kal
oAoypa@wg, AauBAaveTal uTTown n T OAOYPAPWG.

e 31NV Tpooopd Ba avaypd@eTal To TogooTo P.IM.A. €11 TOIG EKATO OTO OTTOIO UTTAYETAI N
ouykekpipévn AvaBeon kai 8a Bapuvel To NoCoKoEIO.

o loxUel OTI OI TIUEC TNG TTPOCPOPAG Eival OETUEUTIKEG VIO TOV AVADOXO PEXPI TNV OAOKARpWON TNG
ZuuBaong kal TuxOv TTapdaTacn/Tpoaipean auTrg. ATTOKAEIETaI OTTOIAdNTTOTE avaBewPNON TWV TIHWV
TNG TTPOCPOPAG Kal OTTOIOBATIOTE agiwan Tou Avaddxou TTEPAV TOU TTPOCQPEPOUEVOU QVTITIMOU PEXPI
TNV OpIOTIKA TTapaAafr) TNG TTPoUABEIag Kal TNV ATTOTTANPWHIN TNG.

Me tnv évdeiEn «AIKAIOAOTMHTIKA KATAKYPQZHZ », karatiBevtal 60a agopouv Ta £€yypaga Kal
OIkaloAoynTikda Tou dp6. 80 Tou N. 4412/2016 kai TrepIAapBAavouv avaAuTIKOTEPA:

1) ATéoTTaoua TOIVIKOU INTPWOU, I eAAEiYEl auToU, I00dUVANOU eyypA@pou TTou £kOIdETaI ATTO
apuo6dia SIKACTIKN ) SI0IKNTIKA apXr TOU KPATOUG-PEAOUG 1) TNG XWPAG KATAYWYNG 1 TNG XWPag OTTou
€ival EyKaTeoTnUEVOS O OIKOVOUIKOG QOpEAG, TTou va €xel ekO0Bei Ewg TpeIg (3) YVES TTPIV aTTd TNV
UTTOB0Ar TOU, a1Td TO OTTOIO VA TTPOKUTITEI, OTI OEV £€XOUV KATADIKAOBEI e TEAETIOIKN KATAOIKAOTIKA
atméeacr, yia katrolo atmmod Ta adikiuata Tng Tap. 1 Tou dpB. 73 Tou N. 4412/2016, yia KATToI10 ATTO TA
adikfjpata Tou Ayopavouikol Kwdika, oxeTIKO e TNV AoKNON TNG ETTAYYEAUATIKAG TOUG
dpaoTNPIATNTAG, 1 YIa KATTOIO aTTd Ta adIKAPATA ThG UTTEEaipEON G, TNG aTTdTng, TNG eKBiaong, TNG
TTAaOTOYPAQPiag, TNG Weudopkiag, TNG dwpodokiag kal TNG SOAIAG XPEWKOTTIOG.

To amméoTTaoua aQopPd GTOUG OIAXEIPIOTEG, OTIG TIEPITITWOEIS TWV ETAIPEIV TTEPIOPICHUEVNG €UBUVNG
(E.N.E.), Twv Id1wTIKWV KepaAaiouyikwv Etaipeiwy (I.K.E.) kal Twv TrpocwTmikwv eTaipeiwy (O.E. kai
E.E.) kai aTov TTp6edp0, Tov dieubuvovta cUPPBOUAO KaBWG Kal OAa Ta PEAN Tou AloIKNTIKOU
ZupBouAiou yia TIG avwvupeg eTaipeies (A.E.) kal Toug ouveTaipiopoug.
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H utroxpéwaon TTPOOKOUIoNG TOU WG AVWw ATTOCTIACHATOS aQopd Kal oTa HEAN Tou dIoIKNTIKOU,
O1EUBUVTIKOU 1] ETTOTITIKOU OpYAVOU TOU €V AOYw OIKOVOMIKOU Qopéa i OTa TTPOCWTIA TTOU £XOUV
e€ouaia ekTTpoowTTNONG, AYNGS ATTOPATEWV 1] EAEYXOU O€ auto’.

2) MoTotroINTIKS MoV £KBideTal ATTO APHOSIa KATA TTEPITITWON APXH, KAI_Eival Og I0XU KATA TO
Xpovo urofBoAAg Tou N TTou va £xel ekdoBei éwg Tpeig (3) HAVES TIPIV aT1Td TNV UTTOBOA TOU, OTTO
TO OTTOi0 VO TTPOKUTITEI OTI O OIKOVOUIKOG Qopéag Sev £XEl ABETACEI TIG UTTOXPEWOEIG TOU OGOV
agopd TNV KAaTaBoAn @épwVv Kal EI0POPWV KOIVWVIKAG aog@dAiong (KUPIag Kal ETTIKOUPIKAG).
2€ TIEPITITWON €yKATAOTACNAS TOU TNV aAA0SATTH, Ta SIKAIOAOYNTIKA TNG TTEPITITWONG (2) ekdidovTal he
Baon Tnv 1IoxUoUCa vouoBeaia TNG XWPag TToU ival EYKATECTNUEVOS O OIKOVOUIKOG QOPEAG, ATTd TNV
OTTOia KOl EKBIOETAI TO OXETIKO TTIOTOTTOINTIKO.

Mo Tnv amdédei§n Tng eKIMARPWONG TWV @POPOAOYIKWV UTTOXPEWOEWV TIPOCKOMIETAI
aTrOdEIKTIKO evnuEPOTNTAG £KBIBOUEVO atrd TV ALA.AE.

MNa TNV atmodeIEn TNG EKTTAAPWONG TWV UTTOXPEWTEWY TTPOG TOUG OPYAVIGHOUG KOIVWVIKNG ao@AAIong
TTPOOKOWICETAI TIIOTOTTOINTIKO €k8180EVO Ao Tov e-EPKA.

MapdAAnAa katatiBeTal ureuBuvn SRAwaon 6T dev £xel EKOOBEI DIKATTIKN ] OIOIKNTIKA ATTOQACH UE
TEAEDIOIKN KAl OECPEUTIKA 10XU YIO TNV aB£TNON TWV UTTOXPEWOCEWY TOUG OG0V a@opd GTNV KATABOAN
POPWV N EI0POPWYV KOIVWVIKAG ac@dAiong.

3) Ymretluvn dAwaon TOU TTPOCPEPOVTOG OIKOVOUIKOU POPEQ OTI OEV CUVTPEXOUV OTO TTPOCWTTO TOU
o1 Adyol atrokAgiopoU Tou apBpou 74 Tou v. 4412/2016

2xETIKA PE Ta Eyypaga atrodeIKTIKA péoa Tou apBpou 80 Tou N. 4412/2016, o1 évopkeg BeBaIWTEIG
yivovTal atrodekTéG, eQOTOV £xouv ouvTaxBei €wg Tpelg (3) PAVEG TTPIV aTTd TNV UTTOROAN TOUG Kal Ol
UTTEUBUVEG ONAWOEIG, EPOTOV £XOUV GUVTAXOEI JETA TNV KolvoTToinon TnNgG TTPOCTKANCNG.

O1 utrelBuveg dNAWOEIG TTPETTEI VA £XOUV AANBEC Kal akPIBEG TTEPIEXOUEVO, AAAWG ETTIPEPOUV KUPWTEIG
KOl va @€pouV uTtoypa@r] JETA Tnv €vapén diadikaciag auvayng auupaocng (ATol N NUEPOUNVIa TNG
TTapouoag TPOaoKANONG).

KdaBe trpoo@opd cuvtdooeTal cUP@wva e Ta avapepoueva ato N. 4412/2016 6TTwg autog
TpoTToTTOINONKE Kal IoXUEl, 0TV EAANVIKA TAWooa Kal uTToBAAAETAI NAEKTPOVIKA.

To avTtikeipevo TnG AvdBeong Ba agopd atnv KAAuyn TG Yyelovopikhg Movdadag Ndouoag Tou Mevikou
Noookopegiou HuaBiag kai n rTapddoon Ba eKTEAECOET HETA TNV UTTOYPO@I) TOU OXETIKOU CUPPWVNTIKOU.

H xpnuatoddTtnon Ba yiver atrd Tov TakTiKG TTpoUtroAoyioud Tng Movdadag Ndouoag Tou I
Noookopugiou HpaBiag.

O Avadoxog BapuveTal he TIG VOUIPES KpaTHoEIG evw 0 DOpog MpoaTiBéuevng Agiag (PITA) eTti TG
agiag Twv TIpoAoyiwv Bapuvel TNV AvabBéTouca ApxH.

H mAnpwunA Tou Avaddyou, Ba yivel atrd To Noookopegio Huabiag petd Tnv eKTTARpwan Twv

OUUBATIKWY TOU UTTOXPEWOEWV KAl TNV OPICTIKA TTApaAdfr) Tou GuvOAOU TwV TTAPAdOTEWY, UE
XPNUOTIKO évToApa Kal e Bdon ta vouipa rapacTatikd (Bdoel Tou N. 4152/13).

KaTtaAnKTIKA nuepounvia uttoBoARC TTPOCEOPWY TNC dlaywVIoTIKAC diadikaaiac opiletal n Tpitn

06-02-2024 ka1 wpa 11:001T.(
O1 atraItr|oeIg Kal TEXVIKEG TTPOdIaYPAPEG, ETTICUVATITOVTAI OTO TEAOG TNG TTAPOUCAG.

O ANATA. AIOIKHTHZ
TOY I''N.HMAGIAZ —YT.M.NAOYZAX

KONSTANTINOS LYKOSTRATIS
30/01/2024 11:17

Ap. KON/NOZ AYKOXTPATHX
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TEXNIKEZ NPOAIATPA®EX

O1 gpyaaieg TTou Ba dievepynBouv ToTTiKA ( On Site) aAAd kal atropakpuauéva (Remote)
atro ToV avadoxo TTEPIYPAPOVTAl TTAPOKATW:

. Meragopd Roaming o€ Local Profiles (On Site)

. Metdmrwaon 6Awv Twv profile locally (Tommkd otov YToAoyioTr) Tou XproTn).
. EkkaBdpion apxeiwv Tou xpARoTn.

. Anuioupyia ouyxpoviopou apxeiwv xprotn (files backup).

O T

. New File Server (On Site)

. Anuioupyia Néou File Server.

. Anuioupyia Group ava Opyaviki Movada.

. MeTagopd Twv apxeiwv atmoé 6Aoug Toug File Server.

. Anpioupyia AikaiwpdTtwy avda xpnotn kai Group otoug PakéAoug.

OO0 TN

w

. Back Up Process (On Site)
. Anuioupyia diadikaciag Back Up yia 6Aoug Tou Servers Tou Nogokopeiou.

)

4. Eykardaotaon Monitoring Tool (On Site)
a. Oa yivel eykaraaTaon Kal TrTapapeTpoTroinon Tou Open Source EpyaAigiou Zabbix.

5. Hardening Security Assessment Corrective Actions (On Site)
a. Evépyeleg yia Tnv 016pBwon Twyv eupnudtwy Security Assessment.

6. ArotuTTwon Ymodopung (On Site)
a. ATroTUTTwon Kail karaypa®n 6Ang Tng Ymodoung (Server , Desktop, Network).
b. Anuioupyia Eyypdewy pe Tnv atrotiTTwon TNG YTTOdounRG.

7. Network Map (On Site)

a. ATroTuTrTwaon Tou dIkTUoU Tou Noookopeiou yia TV KaTaypagr) SAwv Twv oToixeiwv (Routers , Switches ,
Hubs e.t.c.).

b. Anuioupyia Eyypdowyv ue tTnv amotitmwaon Tou SIKTUOU.

8. Patch Management Process (On Site)
a. Anpioupyia WSUS Server yia Tnv cwaToTtepn diadikaaia evnuépwaong Twv Windows (Security Patch
Management).

9. Penetration Test (Remote)

a. MNMpooopoiwon eTiBeong ecwTePIKA yia TNV AgloAdynon eTTibeong ota ocuoThuaTta Tou Noookopeiou. Oa
TTpoTaBoUV eVEPYEIEG YIa TN BEATIWON TG CUVOAIKAG KatdoTaong ACQAAEIAG OTA CUCTHUATA TOU
Noookopeiou.

10. Exmraideuon Xpnotwyv (On Site)
a. @a poTtabouv didgopa sites (Free) yia TNV eKTTAIdEUCN TWV XPNOTWV KABWG Kal N aTTo0TOAR
KQUTTAVIAG o€ OAOUG TOUG ECWTEPIKOUG XPrOTEG OXETIKA PE TNV EKTTAIOEUTN AAAG KAl TNV AoQAAEIa.

4. Emregepyaoia NMNpoowtikwyv Agdopévwv

210 TACicio TG Tapoucag ouvepyaciag To Noookougio  ummd Tnv 1IBI6TATA Tou WG YTTeUBuvog
Emeepyaoiag avabértel kar o avddoxog wg ExkteAwv tnv Eme€epyacia avahaufdvel Tnv emegepyaoia
TTPOCWTTIKWV OeOOUEVWY KAT  €VTOAN Kai Pe TIG odnyieg Tou MeAdmn. H emeepyacia Twv TTPOCWITTIKWYV
0edOUEVWV TTPAYUATOTTOIEITAI CUPQWVA PE TOUG OPOoUG Kal TIG TTpoUTroBéaelg TIg utr apiBu. 2021/915
EkteAeoTikAg ATTOgaong Tng Emtpotig Tng 4ng louviou 2021 yia TUTTOTTOINUEVEG CUPPBOTIKEG PATPES
METAEU uTTEUBUVWYV £TTEEEPYOTIOG KAl EKTEAOUVTWY TNV eTTeEEpyaaia BAael Tou GpBpou 28 TTapdypagog 7
Tou Kavoviopou (EE) 2016/679 Tou EupwTtraikoU KoivoouAiou kai Tou Zupufouliou (standard contractual
clauses)
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